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Introduction

Enterprise Risk Management (ERM) can never be a set-and-
forget exercise. Superannuation funds, like all companies, 
must continually enhance their processes for identifying and 
managing risk. In this report, we detail the outcomes from a 
risk management survey conducted across a number of mega 
to small industry and corporate superannuation funds. The 
survey outcomes were overlayed with insights gained through 
performing over 60 comprehensive reviews and best practice 
ERM. 
The long tail of the COVID-19 pandemic, growing investor and consumer demand for environmental 
sustainability and decarbonisation, geopolitical unrest due to the war in Europe, looming economic 
downturn and increasingly-sophisticated cyber crime pose risks to governments, corporations and not-
for-profits globally. Superannuation funds, with exposure across the domestic and international 
economy, must be aware and address them all. Managing these risks – and others that could emerge 
will be the key to long-term financial sustainability and success. 
Effective risk management is not just about avoiding crises. Opportunity can be the upside of risk, and 
funds that can embrace new ways of working, seamlessly incorporate new technology, and provide the 
right answer to regulator, member and community demands can thrive, not just survive. 

Key Themes

The key themes from our 2022 risk 
management survey are:
1. Funds remain more confident in 

managing investment than non-
investment risk

2. Cyber Security is the biggest risk 
area of concern

3. Regular risk reporting is 
established but there is still room 
for improvement

4. The use of data analytics in risk 
management is growing, for both 
investment and non-investment 
risk

5. Funds are developing greater IT 
capability to uplift the quality of 
risk reporting
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60%

Investment Risk

30%

Non-Investment Risk

60%

Investment Risk

Executive Summary 

80%
have indicated that ‘tone at 
the top’ is the most powerful 
driver of risk culture . 

90%
Hope to achieve 
faster and more 

granular reporting 
through digital 
transformation

40%

50%
Rated their risk management processes 
at the pre-deal stage as ‘mature’ or 
‘somewhat mature’. 

70%
Rated their risk management at the post-
deal stage ‘mature’ or ‘somewhat mature’

50%
Have fully or partially implemented 

DA in both investment and non-
investment risk management.

Funds are more confident with their 
management of investment risk

Top 5 risks 
Funds have been consistent in their risk 
focus, with a majority identifying cyber 
security as their top risk. 

80%
Have an integrated GRC 
system 

Risk management methodologies continue to 
evolve as Funds involve the risk function in the 
investment management cycle, and independent 
evaluation of non-investment risks throughout 
the deal cycle.

90%
Cyber Security80%

People & Talent 

50%
Third-party

50%
Strategic*

60%
Responsible 
Investment

Have a 
dedicated 
management 
committee for all
risks.

30%
Have a dedicated 
management 
committee for 
investment risk. 

20%
Use their existing 
management 
committee to 
oversee all risks.

Management 
Committee Oversight 

Risk Appetite Statement Rated ‘Mature’ 

Risk Appetite Statement Fully Operationalised

Risk Reporting Rated Mature

30%

Non-Investment Risk

40%

Investment Risk

10%

Non-Investment Risk

*Closely followed by Regulatory Risk
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The rise of the risk function 

20% 20%

40%

10% 10%

0-5 6-10 11-20 21-40 Greater than 60

Risk Function Resourcing
Q: How many full time employees (“FTEs”) do you have in your risk function 

(inclusive of both investment and non-investment risk management functions)?

Number of FTE's

Re
su

lts Similar to the global results, the size of the risk function varied across our 
Australian respondents. A large majority (Local: 80% Global: 74%) expect to 
increase their investment over the coming years. 

In
si

gh
ts

 

1
All Trustees recognise the need for additional risk resources, 
however, a shortage of technical risk resources and a lack of 
flexibility in resourcing models heightens the challenges being 
experienced.

2
Processes to periodically assess the adequacy of risk resourcing 
across all lines of accountability lack structure and linkage to the 
current and target state operating models (TOM).

3
Effective implementation of the 3LOA model in practice requires 
significant uplift. A key theme noted across most Funds was Line 2 
owning and driving Line 1 activities. 

W
ha

t N
ex

t…

Formalised adequacy of 
resourcing assessments 
against TOM to enable 
scalability of the risk 
management model, ensure 
clarity in operationalising 
risk roles and enable 
proactive identification of 
capacity & capability needs.

Focus on continuous 
integration of a defined 
target state 3LOA model to 
maintain a strong foundation 
for effective risk 
management, ensuring 
distinctly operationalised
risk responsibilities across 
the 3LOA.

75%Of respondents have 
appointed a CRO 25%Of respondents has a 

CRO with a dual role 

The battle for the best people will 
only become more intense. Think 
hard about who you now need to 
recruit — shape your workforce so 
it has the right skillsets at the right 
time — and how you can attract 
them to your business.  ‘KPMG 
Voices on 2030: Financial services 
reinvented’

90%

10%

Structure of Risk Function  
Q: What is the current structure of your 

organisations Risk Function (or 
equivalent)?

Centralised /
Integrated
Decentralised

The risk function is taking a 'front seat’, with a considerable increase in the 
appointment of dedicated CROs in recent years. This demonstrates the efforts & 
investment to strengthen the 2nd line of accountability (LOA) & provide it with the 

authority, stature, structure & support from the Board to drive the risk agenda. 
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Risk oversight in the boardroom 

50%

30%

40%

60%

10% 10%

Reporting on Investment Risks Reporting on Non-Investment
Risks

Board and Management Risk Reporting Maturity
Q: How mature is the risk reporting at 

your organisation?

Not mature

Somewhat mature

Mature

While it remains the responsibility of the Board of Directors to oversee risk 
management activities, in practice, most organisations have delegated the risk 

oversight responsibilities, fully or partially, to one or several Board sub-committees. 
Most organisations also recognise the need to improve reporting on non-investment 

risks.

Re
su

lts All respondents reported investment and non-investment risks to the Board at 
least quarterly. Half of the respondents (Local:50% Global:64%) considered 
their investment risk reporting as 'mature' whilst the majority (Local: 60% 
Global:79%) believe their non-investment risk reporting needs improvement. 

In
si

gh
ts

 

1
A significant amount of effort is required to produce risk information. 
In addition, the maturity and its suitability to the target audience 
requires improvement across a majority of the Funds.

2
A considerable amount of time and attention is being spent by 
Boards on operational matters. This coupled with a lack of proactive 
identification of skill gaps (e.g. cyber risk) may hinder effective 
strategic risk management.

3
There is a lack of comprehensive documentation of key risk 
management discussions at the Board making it difficult to 
demonstrate ongoing risk oversight to the regulators.

W
ha

t n
ex

t… Fit-for-purpose, streamlined 
and effective reporting which 
utilises GRC system 
capability with an emphasis 
on ‘insight’ rather than 
‘information’. 

Emphasis on strategic risk 
focus by the Board, while 
supplementing current skills 
and capability with external 
advisors, where required. 

100%
Of respondents report 
investment and non-investment 
risk to the relevant committee at 
least on a quarterly basis. 
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Re
su

lts Almost half of the respondents (Local: 40% Global: 48%) have separate 
management committees that provide risk management oversight for 
investment risk and non-investment risks. 

In
si

gh
ts

 1
Enhanced awareness on proactive identification of risks / issues by 
Line 1 was noted across most Funds. However, Line 1 teams tend 
to focus on historical information when performing risk assessments, 
with no consideration of future outlook to risk management.

2
Emerging risk reporting varies in sophistication across industry 
participants. There is a lack of rigour around the identification of 
emerging risk impacts holistically across most Funds.

3
Across a majority of the Funds, risk reporting was prepared by Line 
2 and presented directly to the Risk Committee, with Line 1 playing 
a minimal role in reviewing and challenging the content shared. 

W
ha

t N
ex

t…

A longer-term view to risk 
management, focussing on 
the forward-looking 
trajectory of risks (i.e. are 
they likely to remain stable, 
improve or deteriorate) 
across three lenses (future 
profile of current risks, 
known unknowns and 
longer-term horizon risks). 

Increased Line 1 
involvement in risk reporting 
and presentation, as well as 
enhanced emerging risk 
reporting that considers 
impacts of internal and 
external factors to the 
overall risk profile and 
informs a longer-term 
strategic view.

Management: All eyes on risk management 

20%

80% 100%

Investment Risk Non-investment Risk

Management Risk Reporting Frequency
Q: What is the frequency of risk reporting to Management?

Ad-hoc or Other

Quarterly or more
frequent

The management of risk oversight mechanisms vary across organisations, with some 
establishing a central Management (Risk) Committee to oversee and obtain a holistic 
view of all risk classes, and / or dual sub-committees to provide focus on specific risk 

classes (e.g. Investment or Operational Risk Committees). 30% 40%
Of respondents have 
a dedicated central 
Management 
Committee to 
oversee all risks.

Of respondents have 
separate Management 
Committees that 
provide risk 
management oversight.

60%

60%

70%

70%

Top Four Members of Management Risk Committees
Q: If your organisation has a central Management Risk Committee, please 

select all members that are part of the Committee.

Chief Financial Officer (or
equivalent)

Chief Risk Officer (or
equivalent)

Chief Executive Officer

Chief Investment Officer (or
equivalent)
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Re
su

lts

Most respondents consider their risk appetite statements as at least 
somewhat mature (Investment Risk - Local:100% Global: 78%) 
(Non-Investment Risk - Local: 90% Global: 74%). Nearly all respondents 
believe their risk appetite metrics are at least somewhat operationalised. 
(Investment Risk - Local: 100% Global: 96%) 
(Non Investment Risk - Local:100% Global:86%). 

In
si

gh
ts

 

1
While risk appetite statements (RAS) & ratings were articulated at a 
material risk level, integration of the RAS into day-day decision-
making by Line 1 requires uplift. 

2
A lack of comprehensive guidance to support consistent 
understanding and application of defined risk appetite settings by 
Line 1 was noted across many Funds.  

3
Whilst all Trustees have developed a suite of Key Risk Indicators 
(KRI) for ongoing risk monitoring, on many occasions, KRIs were 
subjective, ambiguous and/or not relevant to the underlying risk. 
Further, KRIs were largely lagging in nature.

W
ha

t N
ex

t… Robust guidance to support 
the risk appetite statements 
for each material risk, in the 
form of tailored examples of 
what’s  ‘acceptable’ and ‘not 
acceptable’.

Formalised process to 
periodically review and 
refresh KRIs to ensure they 
remain objective, 
measurable, relevant and 
most importantly reliable to 
support a forward-looking 
outlook to risk management. 

Risk appetite is the backbone of risk management, it sets the clear and necessary 
boundaries within which risks should be managed. While most organisations have 

defined their risk appetite statements, some still face challenges in setting and 
operationalising relevant statements and metrics, especially for non-investment risks.

10%

80%

60%

10%

40%

Non-Investment Risk

Investment Risk

Risk Appetite Statements Maturity
Q: Select the maturity level which best represents your organisation’s risk 

appetite statements

Mature

Somewhat mature

Not mature

30%

50%

70%

50%

Investment Risk

Non-Investment Risk

Operationalising Risk Appetite
Q: Select the maturity level which best represents the operationalisation of 

your organisation’s risk appetite metrics

Mature

Somewhat mature

Risk appetite: To take risk, or not to take

Unless you know what your risk appetite is, there’s no way to gauge whether 

you’re taking too much risk or not enough. Calibrating Risk Oversight, KPMG UK
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Re
su

lts

The top five risk areas warranting increased focus were largely aligned across 
local and global respondents. While organisations have solidified their 
capabilities in managing more traditional risks such as investment, liquidity 
and legal risks, the majority are less mature in managing non-investment risks 
such as ESG, operational (e.g. data protection, third party) or strategic risks.

In
si

gh
ts

 

1
The processes to effectively manage third-party risk and operational 
resilience at Funds require an uplift to meet enhanced regulator 
expectations noting the draft CPS 230 Operational Risk Standard.

2
Funds have not devoted sufficient time & attention to uplift the 
maturity of rudimentary processes to manage compliance risk and 
obligations more holistically. 

3
Many Funds do not assess the interconnectedness of material risks 
and their impacts (financial & non-financial) across divisions, 
particularly with emerging areas such as climate risk and cyber 
security.

W
ha

t N
ex

t…

Equal attention and 
prioritisation to managing all 
risk classes with a focus on 
establishing a robust and 
clearly defined approach, 
processes and 
accountability for operational 
resilience and risk 
management. 

Robust and dynamic risk 
assessments to periodically 
assess the 
interconnectedness of 
material risks and identify 
the mitigating control 
measures required. 

Focus on the types of material risks is ever-changing due to the volatile risk 
environment (e.g. geopolitical, climate change, increased cyber attacks, resourcing 

challenges & competition). This requires proactive identification, prioritisation & 
acceptance of risks as they emerge.

Alert: Key risks in focus

50%

50%

60%

80%

90%

Strategic

Legal & Regulatory / Compliance

ESG / Responsible Investments (or
equivalent)

Talent / People

Cyber Security

Top Risk Classes with Growing Focus
Q: What are the top 5 risks that warrant growing focus from Management 

and/or the Board?

How companies address climate change, Diversity, Equality and Inclusion (DEI) issues, and other 

ESG risks is now viewed – by investors, research and ratings firms, activists, employees, 

customers, and regulators – as fundamental to the business and critical to long-term 
sustainability and value creation. KPMG on the 2022 Board Agenda

Top 5 Mature Risk Classes
Q: How mature is your organisation in managing each of the following risks?

Regulatory/

Compliance

Liquidity & 

Leverage Credit 
Cyber 

Security1 2 3 4 Legal/ 

Regulation5
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Re
su

lts Risk Functions of Australian respondents were more actively involved in the 
strategic planning as compared to global respondents  (Local: 90% Global: 
44%). Nearly two-thirds of the respondents had strong oversight over their 
subsidiaries and investment platforms/vehicles (Local: 60% Global: 67%).

In
si

gh
ts

 1

Across a majority of the Funds, Risk’s involvement in the strategic 
planning process did not:
a) Consistently and / or clearly demonstrate the impacts of strategic 

initiatives on the future risk profile; and
b) Consider changes to / alignment of the proposed initiatives to 

the current RAS settings.

2
Risks involved in the execution of strategic projects (delivery risks) 
were identified, risks created in the pursuit of those projects 
(delivered risks) were not consistently identified. 

3
We observed some instances where input from the Risk function 
was only sought at later stages of the strategic planning process 
rather than throughout the planning lifecycle.

W
ha

t N
ex

t…

Emphasis on active Risk 
involvement through the 
lifecycle of the strategic 
planning process to ensure 
timely and effective 
challenge to Line 1 decision 
making.

Clear and consistent 
coverage of longer-term 
impacts to risks (i.e. new 
delivered risks or changes to 
existing risks) in the strategic 
planning process to ensure 
the RMF remains appropriate 
in the achievement of 
strategic objectives.

Board and Management are leveraging the risk function to inform key strategic and 
business decisions across the organisation and subsidiaries / investment platforms to 

identify risks in the pursuit of strategic objectives / initiatives.

Risk integration at the top of the house 

0%

60%

30%

10%

30%

30%

90%

10%

40%

Strategic planning

Strategic asset allocation
and/or tactical asset allocation

Total funds management

Integration of the Risk Function in Key Business Processes
Q: To what extent is the Risk Function involved in the following activities?

Actively involved Somewhat involved Not involved

60%20%

20%

Subsidiary/Investment Platform Oversight
Q: To what extent does your organisation currently exercise oversight over 

its subsidiaries and other investment platforms / vehicles?

Strong & regular oversight

Some level of oversight

No oversight but plan to
increase
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Re
su

lts A majority of respondents performed risk measurement and monitoring of 
investments at the total fund level (Local: 90% Global 93%). The proportion of 
Australian respondents that performed the activities over individual assets 
was also similar to the global respondents (Local: 70% Global: 81%).

In
si

gh
ts

 1
Risk functions are involved in risk measurement and monitoring 
from top-down - total fund, asset class and individual asset 
perspective. 

2
For private markets, pre and post-deal risk management are 
primarily undertaken by the Investment team, however, in some 
instances, the risk function provided support in the pre-deal stage.

3
Where Risk functions are involved they typically assist in pre-deal 
measuring and monitoring of non-investment risk related factors 
(e.g. Operational, Cyber and Regulatory risk etc).

W
ha

t N
ex

t…

With increased allocation to 
private market assets, Risk 
functions will need to have 
the appropriate resourcing 
and capabilities to support 
Investment teams especially 
with private market direct 
investment. 

To enable the Investments 
team to focus on investment 
/ asset specific risks 
increased Line 2 support 
across other high priority 
risks such as ESG is 
required.

Risk functions are involved in a variety of activities during the investment 
management lifecycle. Risk management and monitoring across individual assets, 
particularly private markets, is primarily a collaboration between Line 1 and Line 2. 

The level of Line 2 involvement varies significantly between funds. 

Risk integration at the total fund, asset class and deal levels

90%

60% 60%
70%

Integration of the Risk Function in 

Investment Management
Q: Is risk measurement and monitoring being 

performed at the following levels of aggregation by 
the 

Risk Function?
Total fund

Public market asset
class

Private market asset
class

10% 10%

30%
40%

50% 40%
10% 10%

Post-Deal Stage Pre-Deal Stage

Maturity of Non-Investment Risk Evaluation
Q: To what extent are the non-investment risks 
independently evaluated throughout the deal 

cycle (or equivalent)?

Mature

Somewhat mature

Not mature

No Response

Not mature & no
plan to enhance

60% of Australian 
respondents performed 
risk measurement and 
monitoring for their public 
market asset class (89% 
for global) and private 
market asset class (81% for 
global). 

10%

90% 100%

Pre-deal
Stage

Post-deal
Stage

Monitoring of Private Market 

Risks
Q: Who is responsible for 
measuring and monitoring 

private market risks (pre and 
post deal)?

Investment
team only

Collaboratively
between risk
function and
investment
team
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Re
su

lts Unlike global respondents, all Australian respondents have fully implemented 
Risk and Control Self-assessments (RCSA) (Local: 100% Global: 56%). 
Likewise, most Australian respondents had fully implemented KRIs (Local: 
80% Global: 33%) & monitored country risk (Local: 90% Global: 37%). 

In
si

gh
ts

 1
While all Funds have implemented RCSAs, the maturity, objectivity 
and robustness of the RCSA methodologies require uplift across 
most Funds. 

2
Majority of the Funds still need to consider and uplift management of 
risks that are difficult to quantify (such as behaviour and reputation) 
or where good data is scarce (such as cyber and climate).

3
The majority of investment-related risks (Market, Liquidity, Inflation, 
Interest Rate etc.) are directly managed by Line 1 resources with 
minimal challenge and oversight provided by Line 2.

W
ha

t N
ex

t…

Enhanced use of external 
data sources to quantify, 
assess and manage 
emerging material risks, 
supplemented by evidence 
based risk & control 
assessments that reduce 
subjectivity

Line 1 and 2 risk resourcing 
and capability may need to 
be enhanced in order to 
provide independent support 
across investment risks and 
adequate check and 
challenge to investment 
teams

A fit-for-purpose and effective risk management toolkit is key for producing quality risk 
information, meaningful actions and ultimately risk-informed decisions. Most
organisations are in the process or planning to improve and expand their risk 

management toolkit and activities to generate additional risk insights. 

The risk function tool-kit

90%

90%

90%

90%

90%

10%

10%

10%

10%

10%

Does your organisation measure and monitor country
risk as a direct risk?

Is currency risk managed centrally?

Are liquidity and leverage risks managed centrally?

Are liquidity and leverage related risks measured and
monitored at the Individual asset class level?

Are liquidity and leverage related risks measured and
monitored at the Total Fund level?

Investment Risk
Q: With respect to specific investment risks, please select the best answer for the 

following questions:

Yes No, but plan to No & don't plan to No Response

100%

50%
80%

10% 20%
40%

20%

50%
20%

30%

50%
40%

50%
40%

30% 20%
10%

10% 20%10%

Risk and
control (self)

assessment (or
equivalent)

Internal
operational risk
event collection

and analysis

Key risk
indicators

External
operational risk
event collection

and analysis

Scenario /
Sensitivity
analysis

Change
management

Operational
risk

quantification

Investment Risk Assessment
Q: To what extent have you adopted the following tools and/or processes for the 

identification, measurement and/or management of non-investment risks?

Implemented Partially implemented Not implemented but plan to

Not implemented & no plan to No Response
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Re
su

lts

The majority of respondents had partially / fully aligned elements of risk 
assessment across business functions (Local: 92% Global: 73%). A minority 
of the respondents had not aligned elements of Control Testing & Assurance 
(Local: 20% Global: 30%) & Risk & Controls Library (Local: 20% Global: 
22%).

In
si

gh
ts

 1
Risk management maturity varies across business divisions.   
Investments and Finance & Operations are more mature with 
access to dedicated Line 1 and 2 risk resources when compared to 
other divisions such as Marketing, Strategy and Product.

2
A significant uplift is required in the maturity & granularity of risk & 
control registers with an enhanced focus on clarity of control 
objectives, design, operation and linkage to risks & obligations. 

3
Line 1 risk, control & obligation owners lack the knowledge and 
clarity in understanding and fulfilling risk roles and responsibilities, 
hindering a Line 1 driven risk & compliance culture. 

W
ha

t N
ex

t…

Comprehensive and 
dedicated risk training 
tailored to 3LOA needs, 
guidance materials and risk 
related role descriptions to 
drive clarity and congruency 
in the application of defined 
risk concepts across the 
organisation. 

Robust risk and control 
libraries to ensure clarity 
and specificity in 
descriptions and linkage to 
obligations, reducing 
subjectivity and ambiguity.

A single enterprise-wide risk language ensures a consistent understanding of risk & 
control programs and practices across the organisation and is critical for optimised 

risk management. Risk management tools, documentation and training are supporting 
pillars for a coherent application of risk practices across the Fund.

Risk and control languages 

60%

60%

50%

50%

60%

40%

50%

50%

60%

40%

40%

50%

50%

20%

40%

30%

40%

40%

0%

0%

0%

0%

20%

10%

20%

0%

0%

0%

0%

0%

0%

0%

0%

0%

0%

0%

0%

0%

0%

10%

0%

10%

0%

Risk & control rating criteria

Reporting

Validation / Attestation

Challenge / Validation

Control testing and assurance

Assessment granularity

Risk and controls library

Timing and assessment process governance

Tools and technology

Alignment of Risk Assessment Elements
Q: Select the appropriate level of alignment for the following elements of 

risk assessments across the various business functions

Aligned Partially aligned but incomplete
Not aligned Not aligned & no plan to align
Not applicable
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Re
su

lts On average, more Australian respondents had an integrated GRC compared 
to global respondents (Local: 80% Global: 30%). New data-driven insights 
and faster, more granular reporting were highly desired outcomes for both 
Australian and global respondents.

In
si

gh
ts

 

1
Trustee’s strategic assessment of the GRC’s capabilities and usage 
regarding the target state risk operating model often lacks 
consideration of all risk-related modules, such as obligations, 
conflicts, projects and audits hindering complete data linkages.

2
In upgrading or transitioning between GRC systems, Trustees have 
often underestimated the significant uplift required to the supporting 
infrastructure (e.g. risk registers, obligations library) and change 
management resulting in inefficient and incomplete outcomes. 

3
There is a lack of maturity in fully utilising the GRC capabilities, 
resulting in limitations and challenges with preparing faster and 
more granular reporting supported by data analytic-driven 
dashboards and visual representations. 

W
ha

t N
ex

t…

Aligned to regulator focus 
and expectations, Trustees 
will need to analyse the data 
available to “join the dots” 
and produce actionable 
insights that aids proactive 
risk-informed decision-
making. 

Integrating existing GRC 
systems to have a single 
system for managing risks, 
controls, compliance, 
incidents, and audits will be 
beneficial in improving 
reporting capabilities and 
driving efficiencies. 

There is a significant shift across the industry as organisations are creating integrated 
data platforms to support data-driven risk decisions. In order to provide real-time 

advice, greater predictive insight and enhanced visibility on risks for senior 
management a fit for purpose GRC solution is required. 

Interpreting the data

90%

80%

80%

70%

60%

20%

10%

Faster and more granular reporting

Better identification and prioritisation of risks

Real time risk monitoring

New data-driven insights

Faster processes through automation

Risk management digital transformation not
expected in the near future

Other

Value of Risk Management Digital Transformation
Q: What results do you hope to achieve from risk management digital 

transformations in the near future (1 to 2 years)? 

80%

20%

Adoption of GRC System
Q: What is the level of GRC 

adoption in your organisation?

Integrated GRC system

Several GRC systems

20% 20%

30% 30%

40%

50%

10%

0%

For Investment
Risks

For Non-Investment
Risks

DA/AI in Risk Management
Q: To what extent do you apply data analytics and/or 
Artificial Intelligence in risk management activities?

Not implemented & no
plan to

Not implemented but
plan to

Partially implemented

Implemented
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The human ‘risk’ factor
Risk culture is a result of the combination of both the hard controls (e.g. policies, 

procedures, charters, KPIs) and soft controls (e.g. behaviours, beliefs and values). 
Whilst sound hard controls are necessary, experience demonstrates that the “Human 

Factor” is often the key disruptor in setting an effective risk culture. 

Re
su

lts

In line with global results, ‘Tone at the Top/Governance’ was deemed to be 
the top risk culture component. Notably, the #2 risk culture component for 
local respondents was ‘Management Defined Risk Culture Metrics’ (#7 for 
global respondents) and the #3 component was ‘Tone at the Middle (Middle 
Management)’ (#6 for global respondents).

In
si

gh
ts

 

1

Funds have established a risk culture standard/framework which 
sets out the desired behaviours across the 3LOA and how to 
measure, assess and embed risk culture. The frameworks, however, 
did not outline the risk culture vision; approach to perform baseline 
assessments; mechanisms required to implement manage and 
monitor the risk culture in accordance with the vision. 

2
Risk culture is primarily assessed and reported on through risk 
culture surveys. However, majority of the Trustees did not consider 
additional metrics such as key Risk and People & Culture metrics to 
assess the effectiveness of risk culture initiatives. 

3
A common theme noted was the lack of clear and consistent linkage 
between employee role descriptions and performance reviews to 
risk management outcomes. 

W
ha

t N
ex

t…

The new disclosure and 
reporting requirements 
under CPS 511 will require 
Trustees to give better 
visibility of how 
remuneration is awarded 
and adjusted for risk.

Getting risk culture right is 
now recognised as critical 
not just to good risk 
management, but also to 
broader organisational 
success and reputation.

APRA’S Risk Culture 10 Dimensions

Top 3 Components of Risk Culture
Q: What are the top three (3) risk culture components in your organisation? 

80% Tone from 
the top 70%

Management 
defined risk 
culture metrics 40%

Tone at the 
middle 
management 

Risk Behaviours Risk Architecture

LEADERSHIP: role-modelling desired risk 
behaviours to instil desired culture

RISK CULTURE ASSESSMENT AND BOARD 
OVERSIGHT: board can identify desired 
changes and oversee changes in risk 
culture

DECISION-MAKING AND CHALLENGE: 
proactively considering diverse 
perspectives and constructive challenge

RISK APPETITE AND STRATEGY: align with 
business and strategic decisions

COMMUNICATION AND ESCALATION: people 
feel safe to openly communication of risk 
issues

RISK GOVERNANCE AND CONTROLS: 
frameworks, policies, controls and 
reporting support oversight of risk

RISK CAPABILITIES: effective risk 
management supported by skills, well-
being, processes, systems and data

RESPONSIBILITY AND ACCOUNTABILITY: 
clearly understood, embraced and 
discharged

ALIGNMENT WITH PURPOSE AND VALUES: 
purpose and values promote desired risk 
management practices

PERFORMANCE MANAGEMENT AND INCENTIVES: 
good risk management behaviour is 
rewarded, poor risk behaviour has 
proportionate consequences
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The questions in this survey were derived from KPMG Global Pension and Sovereign Funds Risk Management survey, to enable benchmarking of local 
funds to global counterparts. The outcomes of the survey were overlayed with insights gained through the performance of over 60 risk management 
comprehensive reviews performed in accordance with KPMG’s Enterprise Risk Management Framework (the ‘Framework’). The key elements of the 
Framework are detailed in the diagram below. 

KPMG would like to say a special thank you to all respondents who participated in this survey for their valued contribution. 

Appendix 1: Background & Acknowledgement 

Governance

RiskCulture

RiskAppetite  Statement
Risk Strategy,  Assessment

&  Measurement

RiskManagement &

Monitoring RiskReporting

& Insights

Data & Technology

• Knowledge & Understanding
• Belief & Commitment
• Competencies & Context
• Action & Determination
• Risk Culture Survey

• Board Oversight & Committee
• Risk Operating Structure
• Designated Risk Function
• Roles & Responsibilities
• Decision Support
• Adequacy of  Resources

• Linkage to Trustee’s
Strategic Business Plan

• Risk Appetite 
Articulation

• Risk Tolerance
• Operational Risk 

Measurers & Limits

• Risk Definition
• Risk Identification
• Assessment & Prioritisation
• Quantitative Methods &

Modelling
• Risk Aggregation, 

Correlation &  
Concentration

• Risk Policies & Controls
• Risk Mitigation, Response 

& Action Plans
• Testing, Validation & 

Management’s Assurance
• Monitoring,
• Compliance & Risk 

Incident Management
• GRC Systems
• Risk in Projects/ Initiatives

• Risk Reporting (RAS 
Tolerance &  Limits)

• Business/Operationa
l  Requirements

• Board & Committee 
Requirements

• Regulator 
Requirements

• Data Quality &  
Governance

• Risk Analytics
• Technology

Enablement
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Appendix 2: Additional Survey Results

80%

20%

The Rise Of The Risk Function
Q: Do you expect an increase in investments (financial, 

headcount, etc.) in your Risk Function in the next 1 to 3 years 
versus the past 3 years?

Yes, some increase (1% to 25% increase) No change

0%

10%

20%

30%

40%

Management: All Eyes On Risk Management
Q: Which of the following structure(s) best describe(s) management risk oversight?

Separate management committees that
provide risk management oversight for
investment and non-investment risks (e.g.
Operational Risk Committee, Investment Risk
Committee)
Dedicated central Management Risk
Committee to oversee all risks

Existing central Management Committee (or
equivalent) leveraged to oversee all risks

Dedicated management committee to oversee
investment risks, and no formal management
committee to oversee non-investment risks

No formal management committee(s) to
oversee investment risks nor non-investment
risks

75% Of respondents have 
appointed a CRO 

25% Of respondents has a 
CRO with a dual role 

80%

20%

Emerging Risk Reporting
Q: With respect to emerging risks, please select the option that best suits your 

organisation

Formal process with regular reporting

Ad-hoc reporting
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Appendix 2: Additional Survey Results

10%

20%

30%

30%

30%

30%

30%

50%

40%

50%

60%

60%

60%

70%

50%

60%

60%

40%

50%

50%

50%

60%

50%

40%

50%

30%

30%

30%

30%

20%

30%

30%

0%

0%

0%

0%

0%

0%

0%

0%

0%

0%

0%

0%

0%

0%

0%

0%

20%

30%

10%

10%

0%

0%

10%

0%

0%

10%

0%

0%

0%

0%

0%

0%

10%

10%

10%

10%

20%

10%

10%

10%

10%

10%

10%

10%

10%

10%

20%

10%

Digital   Distribution

Modelling (Excel, R, etc.)

Talent / People

Third Party / Vendor

Data Protection / Privacy

Strategic

ESG / Responsible Investments (or equivalent)

Operational

Information Technology

Fraud

Cyber Security

Legal & Regulation / Compliance

Credit

Liquidity & Leverage

Market

Regulatory / Compliance

Q: How mature is your organization in managing each of the following risks?

Mature Somewhat mature Not Mature and no plan to enhance Not Mature and no plan to enhance No Response

0%

0%

10%

10%

10%

10%

20%

30%

40%

40%

50%

50%

60%

80%

90%

Model

Digital Distribution

Market

Liquidity & Leverage

Fraud

Credit

Data Protection / Privacy

Information Technology

Operational

Third Party / Vendor

Strategic

Legal & Regulatory / Compliance

ESG / Responsible Investments (or equivalent)

Talent / People

Cyber Security

Q:What are the top risks that warrant growing focus from Management 
and/or the Board?

Alert: Key Risks In Focus
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Appendix 2: Additional Survey Results

30%

60%

60%

40%

10%For Non-Investment
Risks

For Investment Risks

Risk Appetite: To Take Risk, Or Not To Take
Q: To what extent is risk appetite operationalized across the 

organization?

Fully operationalised

Somewhat operationalised

Not operationalised

10%

10%

30%

40%

50%

40%

10%

10%

Post-Deal Stage

Pre-Deal Stage

Risk Integration At The Total Fund, Asset Class & Deal Levels
Q: To what extent are the non-investment risks independently 
evaluated throughout the deal cycle (or equivalent)?

Mature

Somewhat mature

Not mature

No Response

Not mature & no plan to
enhance

10%
20%
20%

30%
30%

40%
70%

80%

Performance management
Onboarding / Training

Others (example: Organisational Culture, Values,…
Code of Conduct / Ethics (or equivalent)

Timely and transparent risk communications
Tone at the middle (middle management)
Management defined risk culture metrics

Tone at the top / Governance

Components of Risk Culture
Q: What are the top three (3) risk culture components in your organisation? 
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