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INTROD 
UCTION

With great power comes great responsibility. 

The second quantum revolution is dawning, bringing unprecedented 
computational power, unrivalled secure communications, and 
next generation sensors, all with the potential to transform many 
industries and drive economic growth. 

Australia has a long-standing reputation as a pioneer in the quantum 
technology sector, boasting world-class research capabilities and 
expertise. The recent increase in NSW state and Australian government 
support to develop our quantum industry places us in a position to be 
a world leader in an area of research and development that holds vast 
potential. The Australian government’s plan to develop a national quantum 
strategy also provides a unique opportunity to advance the discussion 
around responsible innovation.

As we enter the next phase of industry development, it is vital we move 
forward in a way that is ethical and beneficial for society. Technological 
change goes hand-in-hand with societal change. This discussion paper 
aims to open dialogue about how we advance quantum technology 
responsibly and consider the wider needs of society in our quantum 
innovation ecosystem.
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In October 2021, Sydney Quantum Academy (SQA), supported by KPMG Australia (KPMG), held a virtual roundtable 
exploring the responsible development and use of quantum computing and quantum communications. A panel of experts 
including scientists, ethicists, academics, industry leaders, and legal professionals were convened with three aims:

The roundtable discussion was facilitated using a method designed to create a collaborative experience by enabling all 
participants to have a virtual seat at the table and an equally loud voice. The discussion was designed around a series of 
broad, open questions sequenced to help the conversation flow. The facilitator posed questions and invited all participants 
to submit their responses at the same time, using the online chat function. The result was a “chat waterfall”.  This inclusive 
approach opened access to a diversity of thoughts and perspectives. After each chat waterfall, the facilitator selected 
comments to be elaborated on and explored further by the participants. These comments, along with the transcript, 
contributed to how this discussion paper was co-created.

This discussion paper sets forward some of the findings from this expert discussion. 

RISKS

Start to identify and understand 
current and future risks and social/
ethical implications of this rapidly 
emerging technology

OPPORTUNITIES

Explore opportunities to engage 
in and foster responsible 
innovation of quantum 
technology

GOVERNANCE

Begin thinking through 
appropriate governance 
mechanisms and other risk 
mitigation pathways

KPMG & SYDNEY QUANTUM ACADEMY VIRTUAL ROUNDTABLE
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ROUNDTABLE PARTICIPANTS
Priyank Baveja – Director, Cyber Security, KPMG

Prof Gavin Brennen – Director of the MQ Centre for 
Quantum Engineering, Macquarie University; Chief 
Investigator, ARC Centre for Excellence in Engineered 
Quantum Systems

Dr Marcus Doherty – Co-Founder and Chief Scientific 
Officer, Quantum Brilliance; Head of the Diamond 
Quantum Science & Technology Laboratory, Australian 
National University; Army Reserve Officer, Australian 
Army

Angelina Gomez – Co-Founder, Digital Law Association; 
Counsel, Clifford Chance

Lee Hickin – National Technology Officer and Chair of the 
Responsible AI Ethics Committee, Microsoft Australia; 
AI Advisory Committee Member, NSW Department of 
Customer Service

Aurelie Jacquet – AI Chair, Standards Australia; AI 
Advisory Committee Member, NSW Department 
of Customer Service, Co-Chair of the world’s first 
independent, accredited AI certification program Working 
Group for Fair Lending, Responsible AI Institute

Dr Justine Lacey – Research Director, Responsible 
Innovation Future Science Platform at CSIRO

Nyk Loates (Facilitator) – Director, KPMG Futures, 
KPMG

Dr Simon Longstaff – Executive Director, The Ethics 
Centre, Adjunct Professor, Australian Graduate School of 
Management at University of New South Wales

James Mabbott – Partner in Charge, KPMG Futures, 
KPMG

Dr Ian Opperman – NSW Chief Data Scientist and 
Chair of the AI Advisory Committee, NSW Department 
of Customer Service; Industry Professor, University of 
Technology Sydney

Biliana Rajevic – Engagement Manager, Sydney 
Quantum Academy; Member, World Economic Forum 
Quantum Computing Governance Principles Working 
Group

Prof Edward Santow – Industry Professor for 
Responsible Technology, University of Technology Sydney

Dr Vikram Sharma – Founder & CEO, 
QuintessenceLabs; Member, Forbes Technology Council; 
External Advisory Board Member, Sydney Quantum 
Academy; Member, World Economic Forum Global 
Future Council on Cybersecurity; Member, Wall Street 
Journal CEO Council

Gabriella Skoff – Researcher in Quantum Security 
& Social Impact, Centre for International Studies at 
University of Sydney; Project Lead for Interdisciplinary 
Engagement, Sydney Quantum Academy

Prof Peter Turner – CEO, Sydney Quantum Academy, 
Honorary Professor, Macquarie University

Karly Winkler – Senior Analyst, International Cyber 
Policy Centre at Australian Strategic Policy Institute

Marina Yastreboff – President, Australian Society for 
Computers & Law; Senior IP Counsel, University of New 
South Wales
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BACK 
GROUND

WHAT IS QUANTUM TECHNOLOGY? 

Quantum technology has been around since the middle of the 20th century.  
During the “first quantum revolution”, devices such as lasers, transistors, and 
MRI scanners were built according to our understanding of the rules of quantum 
mechanics.  We are now in the midst of “the second quantum revolution”, which 
started in earnest in the late 1990s.  “We are working on controlling individual 
quantum systems – individual photons of light, individual atoms, microstructures, 
and small circuits – so that we can make use of quantum mechanics at its 
intrinsic levels, using properties like entanglement and superposition to 
realise tremendous new capabilities not achievable with prior technology”, said 
Professor Gavin Brennen, Director of the MQ Centre for Quantum Engineering at 
Macquarie University.

Successfully controlling these quantum bits – or qubits – will unlock new 
computational capabilities fundamentally different to current classical 
computational systems. This can give significant advantages for solving 
certain types of computational and information technology problems, such as:
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Simulation

Machine Learning

Cr yptography

Classical computers, even supercomputers, are reaching 
their limit when it comes to simulating highly complex 
systems. Quantum computers will have a natural advantage 
for simulating quantum systems such as molecules and 
materials, leading to advances in pharmaceuticals and 
manufacturing. Simulation of certain classical complex 
systems could also benefit, for example enhancing 
modelling of fluid dynamics for aeronautical and automotive 
design, and critical areas such as weather and climate 
systems.

Quantum and hybrid classical-quantum machine learning has 
potential applications for risk management in quantitative 
finance, DNA sequence classification, marketing/customer 
segmentation, fraud detection, and anomaly analysis. 
Careful analysis of quantum alternatives also gives rise to 
new “quantum inspired” classical ML algorithms.

Quantum computers will be able to crack many existing 
public key encryption systems, which motivates new, more 
cyber resilient “post-quantum” improvements. Quantum 
communication schemes can also secure communications with 
quantum key distribution (QKD) protocols. With conventional 
communications cryptography, hackers can read and monitor the 
encryption keys while they’re in transit, without anyone realising. 
But if a hacker tries to observe qubits-based keys, their fragile 
quantum state collapses, rendering the information unreadable 
and leaving evidence of tampering.

Optimisation

Harnessing effects like period finding and quantum 
tunnelling, where a quantum system can pass through a 
region that a classical system cannot, could make finding 
solutions to complex problems with many variables more 
efficient, such as optimising financial portfolios, insurance 
pricing and risk, as well as transport networks and supply 
chains. 

While it was not explicitly included as a subject of the roundtable discussion, the application of quantum mechanics is also advancing applications 
beyond computing and communication. One such area is quantum sensing, wherein quantum systems enable physical measurements such as 
those for position, navigation and timing with unprecedented precision. This technology is maturing rapidly and enabling use cases in aerospace, 
maritime, defence, mining, and civil engineering.



©2021 KPMG, an Australian partnership and a member firm of the KPMG global organisation of independent member firms affiliated with KPMG international limited, a private english company limited by guarantee. All rights reserved. The KPMG name and logo are trademarks used 
under license by the independent member firms of the KPMG global organisation.

Liability limited by a scheme approved under professional standards legislation.

08RESPONSIBLE QUANTUM : STARTING THE CONVERSATION

I WANT MY QUANTUM COMPUTER
Quantum computers that can outperform the best classical 
machines for useful problems are still under development 
but advancing rapidly. In 2019, Google announced that 
its 54-qubit Sycamore processor was able to process in 
200 seconds what would have taken the world’s most 
powerful supercomputer 10,000 years. In 2021, China 
announced its 66-qubit Zuchongzhi supercomputer, claiming 
it demonstrated quantum supremacy.  Also in 2021, IBM 
announced it had created a 127-qubit Eagle processor, 
representing, in theory, the most powerful superconducting 
quantum computer. As impressive as these quantum 
processors are, a general-purpose quantum computer is still 
a long way off.

Though today’s quantum industries are in the early stages 
of maturation, the Commonwealth Scientific and Industrial 
Research Organisation (CSIRO) predicts that the quantum 
sector could generate more than $4 billion in economic 
value and create 16,000 jobs for Australia by 2040: 

“FROM DEFENCE TO PRECISION MEASUREMENT, TO DRUG 
DISCOVERY AND DEVELOPMENT, QUANTUM TECHNOLOGIES 
PRESENT OPPORTUNITIES TO ENHANCE AUSTRALIA’S STRENGTHS 
AND DEVELOP ENTIRELY NEW CAPABILITIES.” 

The quantum enthusiasm is echoed elsewhere around 
the world, with China, US, India, EU, Russia, and others 
investing heavily in quantum technology. 

With funding pouring into the development of quantum 
industries across the globe, the full implications of quantum 
technology are still unknown. Though the entire spectrum of 
potential impacts is impossible to predict, there is an urgent 
need to understand how the development and deployment 
of quantum technology can progress with ethical, social, 
and environmental considerations alongside strategic and 
commercial motivations.

RECENT EXAMPLES OF QUANTUM TECHNOLOGY 
PROGRESS
Over the past five years, scientific advances, interest, and 
investment in quantum technology has greatly accelerated 
as devices have started to move out of the research 
laboratory. Although many applications are still theoretical, 
and commercially viable quantum computers years away, 
there have been encouraging early demonstrations of 
quantum technologies. These include:

Transport Network Management

Transport for NSW partnered with Q-CTRL to understand 
how quantum computing could address transport network 
management and congestion problems across its public 
transport network. The transport agency has also recently 
called for Expressions of Interest for quantum technology 
solutions.  

Defence

The Australian Army identified three use cases it is 
seeking to explore quantum technology-based solutions 
for through its second annual Quantum Technology 
Challenge. Areas of interest span quantum computing, 
quantum communications, and quantum sensing. Sharing 
platform and innovation costs for artificial intelligence (AI) 
and quantum computing is a strategic component of the 
recently announced AUKUS agreement between Australia, 
the UK, and the US.     

Portfolio Optimisation

KPMG worked with a European bank and a team of 
researchers from the Technical University of Denmark 
(DTU) to trial quantum computing to determine which 
stocks to buy and sell for maximum return. As the number 
of assets in a portfolio multiply, the difficulty of the 
calculation exponentially increases, and the problem can 
quickly become intractable, even to the world’s largest 
supercomputers. Using a quantum annealing processor, 
the results were compared with those obtained from 
conventional computing. The quantum annealer performed 
better and faster than other methods, while being capable 
of resolving larger and more complex problems. 

https://ai.googleblog.com/2019/10/quantum-supremacy-using-programmable.html
https://www.theverge.com/2019/10/23/20928294/google-quantum-supremacy-sycamore-computer-qubit-milestone
https://thequantuminsider.com/2021/06/30/chinas-superconducting-quantum-computer-sets-quantum-supremacy-milestone/
https://www.newscientist.com/article/2297583-ibm-creates-largest-ever-superconducting-quantum-computer/
https://www.csiro.au/en/work-with-us/services/consultancy-strategic-advice-services/csiro-futures/futures-reports/quantum
https://www.transport.nsw.gov.au/news-and-events/media-releases/worlds-smartest-computer-recruited-for-future-transport
https://www.transport.nsw.gov.au/news-and-events/media-releases/worlds-smartest-computer-recruited-for-future-transport
https://www.transport.nsw.gov.au/data-and-research/quantum-technology
https://defenceinnovationnetwork.com/army-quantum-technology-challenge-2022/
https://defenceinnovationnetwork.com/army-quantum-technology-challenge-2022/
https://www.pm.gov.au/media/joint-leaders-statement-aukus
https://www.zdnet.com/article/are-quantum-computers-good-at-picking-stocks-this-project-tried-to-find-out/
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Automotive Safety & Efficiency

BMW recently identified four use cases where it believes 
quantum computing could benefit its operations and, in 
partnership with Amazon Web Services, launched a global 
challenge to “crowd-source innovation”.  As the age of self-
driving cars arrives, accurately simulating driving conditions 
will be critical. Quantum’s uses could include enabling 
the optimisation of sensor positions as well as simulating 
material deformation in the production process.

AS QUANTUM APPLICATIONS CONTINUE TO BE 
DEVELOPED, TRIALLED, AND DEPLOYED IN THE 
YEARS AHEAD, PROTECTIONS MUST BE PUT IN 
PLACE TO ENSURE SOCIETY BENEFITS AS MUCH AS 
CORPORATIONS AND GOVERNMENTS. 

WHAT IS RESPONSIBLE INNOVATION?
Responsible innovation (RI) is an inclusive approach 
that embeds ethical, legal, environmental, and social 
sustainability dimensions into the research and 
development process, channelling innovation towards 
socially and environmentally beneficial ends. RI focuses 
on involving a diversity of actors in the innovation process 
from the very earliest stages of R&D, rather than trying to 
fix problems of ethical overreach or social negligence after a 
technology has already been developed and deployed. 

“The aim of responsible innovation 
is to make science and innovation 
more open, diverse, inclusive and 
ethical to minimise harm and drive 
science and innovation towards 
societally and environmentally 
beneficial ends.”

G A B R I E L L A  S K O F F

P r o j e c t  Q  –  U n i v e r s i t y  o f  S y d n e y  C e n t r e  f o r  

I n t e r n a t i o n a l  S e c u r i t y  S t u d i e s

Applying responsible innovation principles to the 
development of quantum technology can help minimise 
harm to civil society, maximise social and environmental 
benefit, and support a sustainable and thriving innovation 
ecosystem in Australia.

Photo credit: Sydney Quantum Academy

https://www.press.bmwgroup.com/global/article/detail/T0362463EN/bmw-group-quantum-computing-challenge:-the-winners-have-been-decided
https://www.press.bmwgroup.com/global/article/detail/T0362463EN/bmw-group-quantum-computing-challenge:-the-winners-have-been-decided
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While several nations, including 
Australia, have started addressing 
issues of social responsibility, 
diversity, and ethics in quantum 
research and innovation, thoughts 
on how to embed RI into funding 
schemes and policy narratives vary:

Australia

CSIRO’s Responsible Innovation Future Science Platform 
and the Australian Research Council Centre of Excellence 
for Quantum Engineered Systems (EQUS) jointly funded a 
Postdoctoral Fellowship to examine the role of responsible 
innovation in the design, development, and deployment of 
quantum technologies for Australia.

CSIRO’S QUANTUM ROADMAP EXPLICITLY 
MENTIONS THE NEED TO “PROACTIVELY EXPLORE 
AND ADDRESS ANY UNKNOWN ETHICAL, SOCIAL OR 
ENVIRONMENTAL RISKS THAT MAY ARISE WITH THE 
NEXT GENERATION OF QUANTUM TECHNOLOGIES.” 

European Commission Horizons 2020

The EU Quantum Flagship is a long-term research and 
innovation initiative that was supported from its start in 
2018 by Horizon 2020. One aspect of RI that has been 
operationalised in the Quantum Flagship is gender diversity: 
The Working Group on Gender Equality aims to facilitate 
the development of a network of women in quantum 
technologies and establish connections to gender equality 
programmes across Europe. 
 

World Economic Forum

The World Economic Forum is leading a global multi-
stakeholder initiative to create an ethical framework 
enabling the responsible design and adoption of quantum 
computing. SQA and a number of Australian entities are 
involved in the initiative.  
 

Netherlands

The Dutch Research Council (NWO) has initiated a research 
programme on the societal impact of quantum technology. 
It focuses on the ethical, legal, and societal aspects of the 
influences that quantum technology will have on society.  
 

United Kingdom

The Engineering and Physical Sciences Research Council 
(EPSRC) adopted an RI framework in 2013 providing 
the research community with RI guidelines, resources, 
and outlines expectations for researchers and research 
organisations to engage in RI practices.

Early efforts to introduce RI principles 
into the domain of quantum 
innovation present important case 
studies for Australia to learn from. 
They can provide critical lessons 
about effective approaches and 
how they can best be enforced 
and encouraged. These learnings, 
combined with an understanding of 
Australia’s own quantum ecosystem, 
culture of innovation, and regulatory 
environment, can support the 
development of a quantum RI 
framework, purpose-built to take 
Australia’s quantum industry to the 
next level. 

https://www.weforum.org/projects/quantum-computing-ethics
https://www.weforum.org/projects/quantum-computing-ethics
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Quantum technology is set to transform various industries 
and the way we do business, enabling us to reimagine 
capabilities across almost every industry sector. 
Technological advances previously thought to be decades 
away from fruition are likely to be accelerated at a far more 
rapid pace once quantum technology starts being deployed. 
“This technology is likely to put AI on steroids”, said Aurelie 
Jacquet, AI Chair, Standards Australia.

The roundtable participants identified a range of areas where 
quantum technology presents opportunities as well as risks. 
These include modelling complex molecules (simulation), 
solving multivariable problems with unprecedented speed 
(optimisation), quantum algorithms transformative to machine 
learning, and enabling secure communication (cryptography). 
“There’s potential to find solutions to some of the big hairy 
problems we face today - climate change, efficiency in drug 
discovery, revolutionary advancement of technologies, and 
more cyber resilient systems”, said Priyank Baveja, Director, 
Cyber Security, KPMG Australia. Added Lee Hickin, National 
Technology Officer, Microsoft Australia: “Environmental 
science, climate data interpretation, and a focus on planet-
scale problems and challenges. This should be the priority for 
such computational power”.

But any new technology presents both opportunities 
and risks. As we have seen with AI, there is potential for 
machines to do both harm and good. Computer algorithms 
can reflect human bias and increased computing power 
could be wielded for ill-intent. “Too often we beta test new 
technology on the most vulnerable people in our community 
(e.g., Robodebt). We must avoid that this time around 

with quantum”, noted Professor Edward Santow, Industry 
Professor in Responsible Technology, UTS. 

The time to build RI infrastructures into Australia’s quantum 
innovation ecosystem is now. With Australia’s fresh 
focus and bolstered investment in quantum as a “critical 
technology”, it is imperative that safety-rails be put in place 
to create a world-leading quantum industry that will attract 
the brightest and most diverse talent.

In order for Australia’s action plan for critical technologies to 
be sustainable, we need to ensure not only that domestic 
industry is supported and geostrategic partnerships are 
secured, but that there are mechanisms in place to protect 
civil society from potential harms and risks posed by 
emerging quantum technology. As such, our most pressing 
challenge is understanding and applying RI metrics and 
benchmarks that can be used to lay the path ahead.

“THE REAL CHALLENGE FOR ANY RESPONSIBLE TECH IS TO 
BE ABLE TO IDENTIFY AND DEMONSTRATE WHAT MAKES IT 
RESPONSIBLE AND WHAT SETS IT APART FROM JUST TECH. 
WE NEED METRICS AROUND THAT THRESHOLD CRITERIA”, 
SAID DR JUSTINE LACEY, RESEARCH DIRECTOR AT CSIRO. 
“THIS IS A CURRENT AREA OF RESEARCH WITHIN CSIRO’S 
FUTURE SCIENCE PLATFORM PROGRAM.”

FIND 
INGS

HOW WILL QUANTUM TECH IMPACT OUR LIVES 
BY 2040?

https://www.pmc.gov.au/resource-centre/domestic-policy/blueprint-critical-technologies
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LESSONS LEARNED FROM EXISTING 
TECHNOLOGIES
Learnings can be incorporated from efforts to apply ethics 
frameworks and regulate the development and use of other 
critical technologies, such as AI and nanotechnology. These 
and other Fourth Industrial Revolution technologies will 
converge to shape the commercial, defence, social, and 
ecological landscape in the decades to come.

1 .  U N D E RSTA N D I N G  R I S KS  A N D 
M I N I M I S I N G  H A R M
While it is easier to work towards opportunities and 
benefits of quantum technology, risks and other unintended 
consequences are harder to predict, particularly while there 
is still a lack of clarity on practical applications. Participants 
were asked to share their thoughts on potential harms that 
the quantum industry, government, and other stakeholders 
could anticipate and begin planning for.

“IT'S NOT THE TECHNOLOGY ITSELF THAT'S THE 
PROBLEM. IT’S THE USE THAT IS MADE OF THE 
TECHNOLOGY BY PEOPLE” SAID AURELIE JACQUET. 
“WE NEED TO AVOID THE SAME PITFALLS SEEN IN 
AI; MAINLY MALICIOUS USE, POOR DESIGN, AND 
INSUFFICIENTLY ADAPTED RISK MANAGEMENT AND 
GOVERNANCE.”

“WE’RE STILL SEARCHING FOR REAL-WORLD 
APPLICATIONS” NOTED JAMES MABBOTT, 
PARTNER IN CHARGE, KPMG FUTURES. “WE NEED 
TO UNDERSTAND THE APPLICATIONS BEFORE WE 
CAN ESTIMATE THE IMPACT AND DEVELOP ETHICAL, 
SOCIAL, AND LEGAL FRAMEWORKS AROUND THEM.”  

I n e q u a l it y  of  Access
As quantum technology is such a large technological leap, 
it has the potential to widen the technological gap between 
the “haves” and “have-nots”. With most of the world’s 
quantum innovation occurring in just a handful of developed 
countries, important questions around equity and access 
arise. Negative impacts that could arise from inequitable 
access must be considered alongside the geostrategic 
importance of emerging quantum technology. 

Marcus Doherty, Co-Founder and Chief Scientific Officer, 
Quantum Brilliance, noted the responsibility to ensure the 
security and prosperity of one’s own nation or business. 
“We need to balance the desire to distribute technologies 
and access with securing the advantage that you might 
have as a nation, or as a company, to maintain your own 
security and prosperity,” he said.“Quantum communications 
is an example where nefarious actors might gain use of the 
increased security, which could enable them to orchestrate 
and coordinate plans without the ability for law enforcement 
to detect and to intercept”.

“The capabilities that will 
be unleashed by quantum 
computing have the potential 
to dramatically revolutionise 
our capacity to solve some of 
the hardest problems society 
currently faces. Should we 
not enable equitable access, 
there is a strong likelihood 
it may create this class of 
‘haves’. It may then become 
very difficult for the ‘have-
nots’ to close that gap.”
V I K R A M  S H A R M A

F o u n d e r  a n d  C E O ,  Q u i n t e s s e n c e L a b s

http://Fourth Industrial Revolution technologies
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Risk To Encryption Protocols And Citizen Privacy

Though the timeline is uncertain, research suggests that 
quantum computers will eventually be powerful enough 
to break current encryption systems. Networks, systems, 
and data based on traditional technologies will become 
increasingly vulnerable to more sophisticated cyber-
attacks run on quantum computers. As networks grow in 
complexity, fuelled in part by the rapid growth of technology 
like IoT, they will become more difficult to defend. Currently 
secure information about private citizens, and government 
and commercial secrets, will all be at risk of exposure 
if Australia does not begin enacting measures now to 
introduce quantum-safe cryptography.

Quantum technologies also offer the opportunity to build 
more cyber resilient communications and data security 
capabilities. Technologies such as Quantum Key Distribution 
(QKD) are already available and being applied to enhance 
the security of existing IT communication networks. QKD 
utilises quantum properties to ensure that cipher keys (keys 
to encrypted data on the network) are exchanged, in a 
manner that cannot be compromised, using current hacking 
tools and techniques.

Migrating to quantum-safe encryption is time consuming 
and complex but imperative for governments and corporates 
to maintain trust with the general public. In the US, the 
National Institute of Standards and Technology (NIST) 
has been working on this problem since 2016 through 
their highly transparent Post-Quantum Cryptography 
Program. The project’s objective is to identify and deploy 
quantum-safe algorithms that can be used to protect 
sensitive information across encrypted systems. All 

submitted algorithms are open access, as are comments 
from crypto-analysts and author replies. The final draft 
with recommendations for instituting post-quantum 
cryptographic standards is expected by 2023/24. However, 
according to the NIST, it took nearly two decades to deploy 
today’s public key cryptography infrastructure. That means 
the challenge will be rolling these new standards out before 
it’s too late.

Unforeseen Quantum Game Theoretic Strategies

A fundamental difference between classical computers and 
quantum computers is that operations on the former are 
deterministic while the latter intrinsically work on probability 
amplitudes. Because of this, situations may arise where 
the chance of solving a problem presents itself before the 
calculations are completed. In game theory, this could give 
rise to significantly different “best strategies”.

“IF YOU KNOW THAT YOUR OPPONENT ALSO HAS A QUANTUM 
COMPUTER, THERE COULD BE A NASH EQUILIBRIUM TO HAVING 
A PROBABILISTIC APPROACH TO WHEN YOU DECIDE TO ACCESS 
THE RESULTS OF YOUR COMPUTATION” SAID PROFESSOR GAVIN 
BRENNEN, ADDING “THIS COULD AFFECT TIME SENSITIVE 
DECISIONS SUCH AS ARBITRAGE TRADING. WE SAW GAME 
THEORY EMPLOYED IN THE GEOPOLITICAL CALCULUS OF NUCLEAR 
POWERS, AND THIS COULD ALSO HAPPEN IN FINANCE.”

“The loss of confidence 
in encryption is a serious 
risk, and we have seen this 
already. If it is deployed for 
offensive use to strengthen 
cyber-attacks, it can have 
widespread effects, even 
for people who are not 
considered legitimate 
targets in such matters.”
D R  S I M O N  L O N G S T A F F  A O

E x e c u t i v e  D i r e c t o r ,  T h e  E t h i c s  C e n t r e

https://csrc.nist.gov/projects/post-quantum-cryptography
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2.  P U B L I C  E N G AG E M E N T
Quantum science is a highly specialised and technical 
area, often difficult for those outside scientific fields to 
understand. The conversation around quantum must be 
framed in a language that people can relate to and engage 
with. Helping people understand how they could be affected 
by quantum technology, both positively and adversely, is 
challenging yet essential. Diverse modalities of science 
communication including art, education, consultation, and 
open discussion must be employed. Participants were 
asked their views on how we can create conversations that 
can help inform the responsible development of quantum 
technology.

Promoting Open Discussion On Quantum Technology

To ensure that quantum computing is developed and used 
in an ethical and transparent way, it is important to raise the 
public’s awareness through education and open forums. 
“One of the most powerful things you can do is ask people 
what they’re interested in rather than simply tell them what 
you think they’re interested in. Let’s invite the public to 
nominate questions they want answered,” noted Dr Simon 
Longstaff, to which the participants agreed. James Mabbott 
followed up with the concept of citizen juries; bringing 
together subject matter experts and a representative 
population sample where, through informed deliberation, 
they arrive at a collective decision or recommendations on 
policy issues.

Lee Hickin added that technology has a big impact on 
society and industry has a responsibility to take a leading 
role in driving these conversations: “So much of this 
knowledge of where the tech is in its development isn’t 
necessarily in the public domain. Industry needs to share 
that knowledge and help people comprehend, understand, 
and engage with quantum technologies, as only then can 
we ask them what they want from it, and only then can the 
public help build social, ethical, and legal frameworks”.

Recognising inherent challenges in running consultative 
discussions with a multitude of stakeholders, our panel 
nevertheless believed that including the widest possible 
range of voices is a “non-negotiable” and that taking 
examples from countries that have prioritised implementing 
diversity would be greatly beneficial.

Raising Quantum Tech Understanding Through 
Education

For key quantum stakeholders – government, defence, 
industry, and the wider community – to transition to a 
quantum future and be able to engage in meaningful debate 
with each other, there is a need for educational pathways. 
These pathways must incorporate quantum science and 
technology at various education levels, including early 
education. 

Karly Winkler, Senior Analyst, Australian Strategic Policy 
Institute, believes that popular media is incredibly influential, 
yet underutilised as a tool for engagement on this front:   

“There are many places we can start to feed information 
about quantum technology and stimulate young people to 
pursue careers in this area”, she said, adding “As we start to 
incorporate quantum computing into STEM programs, and 
start raising the literacy level, we will begin to overcome 
entrenched ideas and cynicism from those who have 
already made up their minds about what they think quantum 
computing is or isn’t”.

THE PARTICIPANTS ALSO AGREED THAT INCREASING 
REPRESENTATION OF QUANTUM SCIENTISTS IN 
PUBLIC MEDIA COULD HELP DISPEL MYTHS AND 
OVERHYPE, BUILD GREATER RAPPORT AND TRUST 
BETWEEN THE PUBLIC AND THE DEVELOPERS OF 
QUANTUM, AND LEAD TO GREATER AWARENESS, 
EDUCATION, AND ENGAGEMENT.  
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“Given the far-reaching impacts future 
quantum technologies are likely to 
have, we need quantum education to 
start at high school and to continue with 
training at the senior executive level. 
We also need to ensure access to these 
education and training opportunities are 
equitable.”
P E T E R  T U R N E R 

C E O  –  S y d n e y  Q u a n t u m  A c a d e m y 

15
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3.  D I V E RS I T Y  A N D  I N C LU S I O N
Aligning technology with public good objectives cannot 
be successful unless the conversation around what 
those objectives are includes a diversity of perspectives.  
Given quantum technology’s inherent multi-disciplinary 
nature, principles of diversity can be encouraged and 
applied throughout the entire quantum ecosystem as it is 
developed. Participants were asked their views on how we 
can create opportunities for interdisciplinary engagement.

Make Diversity A Funding Condition 

The roundtable participants observed that diversity makes 
for better business, and quantum should be no different. 
Incentivising diversity by making it a requirement for 
funding and government contracts was also suggested. 
Targeting greater diversity in STEM subjects and hiring 
practices are key, particularly as physics, engineering, and 
computer science are some of the least diverse STEM 
fields of research. “Diversity should be a strict condition for 
access to funding, opportunity, etc. In other words, reward 
the investment in diversity,” said Dr Marcus Doherty.

The Netherlands Quantum Software Consortium has both 
a Gender & Diversity Council and a Legal and Societal 
Sounding Board in place. These were established to actively 
increase diversity in the research community and to support 
RI through a dedicated research and education program.

“An inclusive multidisciplinary 
intergenerational approach is needed. 
We need more input from experts 
across the globe who are grappling 
with similar issues, we need input 
from engineers, data scientists, 
lawyers, and parliamentarians but 
also teachers, students, philosophers, 
psychologists, sociologists, ethicists, 
human rights advocates, artists, and 
across civil society”

M A R I N A  Y A S T R E B O F F

P r e s i d e n t ,  A u s t r a l i a n  S o c i e t y  f o r  C o m p u t e r s  &  L a w

“Quantum technology is going to 
revolutionise the future and therefore 
we have to engage our future leaders 
as early as possible.”

P R I Y A N K  B A V E J A

D i r e c t o r ,  C y b e r  S e c u r i t y ,  K P M G  A u s t r a l i a

Photo credit: Paul Henderson-Kelly
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UNDERSTANDING RISKS
Quantum, like any technology, will have both positive and 
negative impacts on society. It holds exciting potential, but 
also has the potential to be abused. While some risks and 
unintended consequences are naturally difficult to predict, 
there is inherent value in approaching the development of 
quantum technology with an anticipatory framework. That 
is why it is important to accelerate work to understand 
potential impacts and opportunities now, while quantum 
is still in a nascent stage. If we wait until after it has been 
developed and deployed, challenges to mitigate harm to 
people could prove too difficult to overcome.

ENGAGING AND COMMUNICATING
Investment in Australia’s quantum technology industry 
should prioritise the responsible innovation principles of 
public engagement and communication. Since holding the 
roundtable, the Australian government has announced an 
AUD111m investment in developing a national strategy 
for quantum and the establishment of a Quantum 
Commercialisation Hub. These developments provide an 
opportunity for many of the issues included in this discussion 
paper to be raised at a national level. 

The Quantum Commercialisation Hub, for example, can be 
used for educational activities, public and user engagement 
and investment activities, as well as strategic partnerships 
and creating local jobs.  The development of the national 
strategy may also facilitate engagement across government, 
industry and educational institutions to address areas of 

CREATING AN ETHICAL FRAMEWORK
We have a window of opportunity to create a safer, ethical 
framework to ensure that quantum innovation progresses with 
a human-centric approach. Yet, as we have witnessed with 
other critical technologies, too many different frameworks with 
too little adherence does nothing but saturate the debate. 

At the risk of entrenching a fractured landscape of 
regulations, ethical frameworks, and tools, we must consider 
how activities and approaches in this space link to other 
transformative technologies, such as AI, blockchain, IoT, 
and nanotechnology. Extending and expanding existing 
frameworks to include quantum technology may be the 
best approach and identifying any unique risks that quantum 
presents is a good place to start.CONCL 

USION

diversity and inclusion and determining if and what protocols 
or measures are required to enable responsible innovation.

t is imperative that quantum technology is not developed 
inside a bubble. Open science and interdisciplinary 
engagement should be encouraged and rewarded. Innovation 
stands to benefit from diversity of thought and perspective.’  
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"WHAT WE LEARNED FROM AI AND 
NANOTECHNOLOGY IS THAT IT’S INHERENTLY ABOUT 
TRUST AND TRUST IS LOST EASILY. QUANTUM IS 
STILL EARLY STAGE, AND THE PUBLIC HAS NOT 
YET DEVELOPED THE FEAR THAT WE NOW HAVE TO 
OVERCOME WITH AI. WE NEED TO ENSURE WE ARE 
TRANSPARENT WITH QUANTUM SO THAT WE DON’T 
LOSE PUBLIC TRUST AS THE JOURNEY IS JUST 
BEGINNING."

“GIVEN HOW STRONG AUSTRALIA’S CAPABILITIES 
IN QUANTUM TECHNOLOGY ARE, WITH SO MANY 
BRILLIANT SCIENTIFIC MINDS IN OUR COMMUNITY, 
THERE IS AN OPPORTUNITY FOR AUSTRALIA TO 
LEAD THE WAY WITH PUTTING PRINCIPLES IN 
PLACE THAT WILL SHAPE HOW WE APPROACH THE 
ADVANCEMENT OF QUANTUM TECHNOLOGY.”

The first step we need to take is to generate awareness around quantum technologies and start the 
conversation. But we also must ensure that we take follow-up actions that continue to drive the debate. 
As evidenced by the level of interest and engagement during the roundtable, responsible innovation and 
responsible quantum is something that the participants care deeply about. As one of the participants 
eloquently put it: “Let’s take some of these ideas discussed today as paint blobs. Let’s invest time 
turning the paint blobs into sketches. And, in time, we will turn the sketches into masterpieces; recreating 
the world as a work of art for all.” 

SQA and KPMG hope to continue building on this dialogue and participating in this multi-disciplinary, 
multi-year, multi-stakeholder conversation.

"GOOD INNOVATION IS FOSTERED WHEN YOU SAY 
THIS IS THE OUTCOME WE ARE LOOKING FOR AND 
FIND THE BEST WAY TO ACHIEVE THAT OUTCOME. 
GOOD REGULATIONS ENFORCED THROUGH LAW OR 
ETHICAL PRINCIPLES WE ALL AGREE TO CAN DO 
EXACTLY THAT."

Parting thoughts from our roundtable participants:
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ABOUT SYDNEY QUANTUM ACADEMY

The Sydney Quantum Academy is a unique partnership between four world-leading 
universities – Macquarie University, UNSW Sydney, The University of Sydney, 
University of Technology Sydney – and generously supported by the New South 
Wales Government. 

SQA's vision is to build Australia’s quantum economy. Collaborating with academia, 
industry and government, SQA will harness Sydney ’s collective quantum expertise 
to develop diverse talent and a globally recognised quantum ecosystem.

sydneyquantum.org

http://sydneyquantum.org
https://www.facebook.com/SydneyQuantum
https://www.linkedin.com/company/sydneyquantum
https://twitter.com/SydneyQuantum 
https://www.instagram.com/sydneyquantum/ 
https://www.facebook.com/SydneyQuantum
https://www.linkedin.com/company/sydneyquantum
https://twitter.com/SydneyQuantum
https://www.instagram.com/sydneyquantum/
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